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:Upon completion of this course, participants will be able to

e Provide a comprehensive understanding of the eight CISSP CBK domains.
e Develop skills in identifying and mitigating security risks.
e Equip participants with knowledge of best practices in information security
management.
* Prepare participants for the CISSP certification exam.
e Enhance participants' ability to design, implement, and manage secure information

systems.
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Section 1: Introduction to CISSP and Cybersecurity Fundamentals

e QOverview of CISSP certification and its importance
e The role of cybersecurity in today’s IT environment
e Introduction to the eight domains of the CISSP CBK

Section 2: Security and Risk Management

e Security governance principles
e Compliance and legal issues in cybersecurity
e Risk management frameworks and methodologies

e Business continuity and disaster recovery planning

Section 3: Asset Security and Security Architecture

e Classification and protection of assets
e Security models and frameworks

e Designing and implementing secure architectures



Section 4: Communication and Network Security

e Network protocols and services
e Securing network infrastructure
e Virtual private networks (VPNs) and firewalls

e Intrusion detection and prevention systems

Section 5: Identity and Access Management (IAM)

e Access control models and methods
e Authentication and authorisation techniques
e |dentity as a service (IDaaS)

e Managing user lifecycle and privileges

Section 6: Security Assessment and Testing

e Types of security assessments
* Vulnerability management
e Penetration testing methodologies

e Incident response and forensic investigation

Section 7: Security Operations

e Security operations management
¢ Logging and monitoring activities
e Security event management systems

 Incident management and disaster recovery

Section 8: Software Development Security

e Secure coding practices
e Software development life cycle (SDLC) and security
e Application security threats and mitigations

e Testing and auditing software for vulnerabilities
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